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"AgenticBro is a production-deployed scam detection system powered by Jeeevs — an autonomous security

agent that uses Chrome DevTools Protocol browser automation and local Ollama inference to scan social web

profiles, detect token impersonation, and maintain a live database of 175+ confirmed scammers. This is the
current reality, running on a single node. The DePIN network is the next step.”

0]
175+ 85 95%+ On—Chai<n§te{ti(:)n Rate

Scammers Indexed Passing Tests CDP Extraction Accuracy — Competitors

Sources: Chainalysis 2025 Crypto Crime Report; SlowMist Hacked Database; Guardioo Labs 2026 Agentic Al Security Report
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1. Executive Summary

Social engineering attacks are the dominant threat vector in Web3. In 2025 alone, over $1.1 billion was stolen
through fake influencer promotions, phishing Discord raids, impersonator Twitter accounts, and rug-pull Telegram
communities — not through smart contract exploits, but through human deception. On-chain analytics cannot see
this attack surface. Wallet monitors cannot see it. Only an agent watching the social web in real time can.

AgenticBro v2 documents that agent in its current, deployed form: a single-node detection system built on
TypeScript / Node.js, powered by Chrome DevTools Protocol (CDP) browser automation, and running local Al
inference via Ollama. The system is not a concept or a roadmap item — it is running today, with 85 passing unit
tests, REST API endpoints, a scammer database of 175+ confirmed entries, and real-time scanning across
Twitter/X, Telegram, and Solana token markets.

This white paper describes the exact scam detection capabilities, technical architecture, and service design of the
current single-node deployment. The DePIN decentralization roadmap outlined in v3 remains the protocol vision;
this document establishes the proven foundation upon which that network will be built.

~15s <22min ~8% ?fp?

Profile Scan Latency First Signal to Alert False Positive Rate Tracked/Node

2. The Problem: The Invisible Attack Surface

The security tooling industry has poured billions into on-chain analytics — transaction graph analysis, wallet
clustering, MEV detection, smart contract auditing. These tools are valuable. They are also completely blind to
where most of the money is actually being stolen.

2.1 Anatomy of a Modern Web3 Scam Campaign

e 1. Ateam of 5-20 operators creates 200-2,000 "aged" social media accounts on Twitter/X, Telegram, Discord,
and YouTube across a 4-12 week coordinated preparation period.

» 2. A credible-sounding project identity is manufactured: professional website, realistic GitHub activity, fake
audit certificates, and purchased follower counts. Al-generated founder avatars pass basic reverse-image
searches.

« 3. Influencer accounts are either purchased, compromised, or impersonated. Al voice cloning replicates
recognizable personalities in YouTube Shorts and Spaces.
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e 4. A coordinated shill campaign floods relevant Discord servers, Reddit communities, and Twitter with
organic-looking engagement. Fake community members answer questions authoritatively.

* 5. Atoken launch or NFT mint is announced. Real users — seeing apparent grassroots excitement — invest.
Funds are extracted. Accounts vanish within 48—72 hours.

The Core Insight: Scammers don't hack blockchains. They hack people. Stopping them requires
watching behavior across the social web — in real time, at scale, with behavioral Al that
understands manipulation patterns. This is what AgenticBro does.

2.2 Why Existing Solutions Fail

Solution Category What It Monitors What It Misses
On-Chain Analytics Transaction graphs, wallet clusters, All pre-launch social engineering; influencer
(Chainalysis, Nansen) token flows fraud; fake community building
Smart Contract Auditors . Rug pulls using valid contracts; social layer

: Solidity/Rust code vulnerabilities o e Y
(CertiK, Hacken) attacks
Browser Security Extensions Known phishing domains, approval Novel domains (avg lifespan: 6hrs);
(MetaMask, Pocket Universe) patterns impersonator accounts; deepfakes

. Real-time behavioral signals; coordinated
Al Chatbots / LLMs Reactive Q&A; from known data . g .
account networks; live campaigns
Manual Reporting (Platform Too slow (hrs—days); easily circumvented; no
P 9( User-flagged content ( yS) . 4

Trust & Safety) cross-platform correlation
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3. The Solution: Single-Node Architecture

AgenticBro v2 is a fully deployed, single-machine security stack. The entire detection pipeline — from browser
automation to database sync — runs on one node. This is the PoC (Proof of Concept) that validates the detection
methodology before network expansion. Here is the exact codebase structure:

3.1 Repository Structure

Main backend service: profile verifier, API routes, scam detection services,

/workspace/agentic-bro/
P g Chrome CDP clients, test suites

Documentation and methodology: 10 markdown files, 3,993 lines covering

/workspace/scam-detection-framework/ .
all detection approaches

. . Scammer detection service code with token scanner and database sync
/workspace/scammer-detection-service/

utilities
/workspace/aibro/ Frontend website (aibro repo, pushed to GitHub separately)
/workspace/scammer-database.csv Master scammer database — 175+ confirmed entries with 15-field schema

3.2 Key Service Subdirectories

services/profile-verifier/ Core authenticity scoring engine 85 passing tests
services/token-scanner/ Token impersonation detection Production-ready
services/supabase-scam-sync.ts Remote database synchronization to Supabase Active

clients/ Chrome CDP fetcher + Puppeteer fetcher Eggs 118800' 18000,
routes/ REST API endpoints (scan, verify, scammers) Active on port 3002
__tests_/ Jest test suites (scoring + scam detection) 85 tests passing

3.3 Technology Stack

Runtime Node.js + TypeScript Node 18+, TypeScript 5.3+

Web Framework Express.js 4.18.2 — REST API on port 3002
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Browser Automation
Local Al Inference
Database

Cache / Queue
Security Middleware
WebSocket

Testing

Containerization

Puppeteer + Chrome CDP
Ollama

PostgreSQL + Supabase
Redis

Helmet + CORS

ws

Jest + ts-jest

Docker Compose
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24.4.0 — Ports 18800, 18000, 18001

Metal (Mac), CUDA (NVIDIA), ROCm (AMD)
PostgreSQL 15+, port 5432

7+, port 6379, via ioredis 5.3.2

7.1.0/2.85

8.20.0

85 tests, 10s timeout, coverage reporting

API + Worker + PostgreSQL + Redis
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4. Scam Detection: Technical Architecture

AgenticBro's scam detection pipeline is built on a single foundational insight: coordinated inauthentic behavior

has a signature. Individual signals may be ambiguous; correlated signals across platforms, time, and account

networks are not. The architecture surfaces those correlations in real time.

4.1 Chrome CDP: The Social Web Sensor

Chrome DevTools Protocol (CDP) is the foundational scanning technology. Unlike simple API polling (which

platforms throttle and restrict), CDP gives AgenticBro full browser-native access to page content, network

requests, and DOM events — allowing it to observe platforms exactly as a human user would, including content

not exposed through public APIs.

Configuration Value
Primary CDP Port 18800
Secondary Ports 18000, 18001
User Data Directory /tmp/chrome-openclaw
Target Platform X.com (Twitter) — primary; Facebook, Instagram, LinkedIn supported
Scan Duration ~15 seconds per profile
Extraction Accuracy 95%-+ across core data fields
Cost Free — no API rate limits, no per-query fees
Auth Method Authenticated browser session (real user session cookies)

4.1.1 Data Points Extracted per Profile

Data Field Extraction Method
Verified (Blue Check) DOM: [data-testid="verificationBadge"]
Verified Since Date Regex: /Verified since (\w+ \d{4})/
ID Verification Status DOM attribute inspection
Username / Display Name DOM extraction
Biography Text DOM extraction
Followers / Following / Posts DOM numeric extraction
Account Join Date DOM aria-label parsing
Location DOM extraction (if set)

agenticbro.app | @AgenticBroll | t.me/Agenticbrol

100%
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95%

100%

100%

95%

95%

80%

Reliability
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Data Field

Recent Tweets (first 3)

4.1.2 Platform Coverage

Extraction Method

DOM text extraction

Reliability

90%

» Twitter/X: Account age detection, follower/following velocity tracking, engagement authenticity scoring,
coordinated posting pattern analysis, space event monitoring.

» Telegram: Channel member growth anomaly detection, message copy-paste pattern identification, admin
account history analysis, bot network fingerprinting.

e Facebook: Page age and creation pattern analysis, engagement manipulation detection, fake review

fingerprinting, admin network correlation.

* Instagram / LinkedIn: Profile authenticity scoring, follower ratio analysis, connection network anomaly

detection.

4.2 Profile Verification Service (85 Tests)

The profile verifier is the highest-tested component in the system. It accepts a username and context, fetches

profile data via Chrome CDP, runs a weighted red-flag scoring algorithm, and returns a structured authenticity

report.

4.2.1 Risk Scoring Algorithm

Scores are computed on a 90-point scale then normalized to 0-10. Each red flag carries a specific weight based

on its predictive power for scam behavior:

Red Flag
Guaranteed Returns Claims
Private Alpha / Insider Access
Unrealistic Performance Claims
Paid Shill Account Patterns
Urgency Tactics
No Track Record (new account)
Requests Crypto Deposits
No Platform Verification
Fake Follower Ratio
New Account (<30 days)

VIP Upsell / Premium Group
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Weight
15
15
15
15
10
10
10
10
10
10

10

Detection Method
Keyword search in bio/posts
Keyword search
Context + keyword analysis
Cross-signal pattern matching
Keyword search (limited time, now, fast)
Account age check vs join date
Keyword search (send, deposit, invest)
Badge check via DOM
Followers/Following ratio analysis
Join date delta calculation

Keyword search
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Red Flag Weight

Detection Method

High-Risk Token Promotion 10 Content + contract address detection

0.0-3.0

3.0-5.0

50-7.0

7.0-10.0

LOW (green) Safe to engage, may be a legitimate partner

MEDIUM (yellow) Exercise caution, request additional verification

HIGH (orange) Strong scam indicators — avoid financial engagement
CRITICAL (red) Confirmed scam pattern — block and report immediately

4.2.2 Verification Contexts

The verifier applies context-specific signal weighting depending on the type of engagement being assessed:

crypto

romance

employment

marketplace

financial

general

Token promo claims, wallet requests, guaranteed
returns

Photo authenticity, location consistency, emotional
manipulation

Job offer legitimacy, payment-first patterns, fake
company signs

Product legitimacy, escrow avoidance, price
anomaly

License verification, regulated product claims,
advisor legitimacy

Balanced multi-signal weighting
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Default — token/project evaluation

Romance scam detection

Work-from-home / gig fraud

P2P trade fraud

Financial advice fraud

Generic threat assessment
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4.3 Token Impersonation Scanner

The token impersonation scanner detects counterfeit tokens that mimic legitimate projects by copying names,
symbols, or branding. It queries DexScreener and on-chain data to identify impostor contracts before victims
invest.

4.3.1 Risk Scoring (Token)

Exact symbol match to legitimate token +5 Identical ticker symbol detected

Symbol contains legitimate token symbol +3 Partial match (e.g., "XAGNT" vs "AGNT")

Name contains legitimate token name +3 Similar project name branding

Zero liquidity pool +2 No trading possible — honeypot indicator

Very low liquidity (< $100) +1 Negligible trading depth

Very low volume (< $10) +1 No organic trading activity

Launched on Pump.fun +1 High-velocity meme token launchpad
T N I = =

5+ points HIGH RISK Immediate alert — direct threat to legitimate project

3—4 points MEDIUM RISK Suspicious — exercise caution, cross-verify contract

1-2 points LOW RISK Minor similarities — monitor only

4.3.2 AGNTCBRO Token Scan Results (Live)

Total tokens analyzed 54

Confirmed legitimate 1 (verified safe)
Suspicious tokens flagged 34

High Risk (score 5+) (0]

Medium Risk (score 3—4) 19

Low Risk (score 1-2) 15

Direct copies (score 7+) (0]

4.4 Telegram Bot Scam Detection
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Telegram is the primary coordination channel for Web3 scam operations. AgenticBro's Telegram bot detection
engine identifies six distinct bot scam archetypes using weighted pattern matching across message content, bot
metadata, and behavioral signals.

Bot Scam Type Max Weight Critical Trigger
Impersonation Bots +10 Username/name similarity to official bots
Wallet Drainer Bots +12 (CRITICAL) Any private key / seed phrase request
Giveaway Scam Bots +8 "Send X, receive 2X" message patterns
Support Scam Bots +7 Requests for password, 2FA codes, or KYC docs
Airdrop Scam Bots +7 Airdrop claim + wallet connection requirement
Investment Scam Bots +9 Guaranteed returns / daily profit claims

CRITICAL PRIVATE KEY DETECTION: Any detection of "private key," "seed phrase,” "mnemonic
phrase," "recovery phrase," "wallet.json," or "full wallet export" triggers an IMMEDIATE CRITICAL
RISK (10/10) — no further analysis required. This is the clearest indicator of a wallet drainer
attack.
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4.5 Behavioral Signal Framework

AgenticBro processes signals across five categories, each weighted and combined into a Threat Confidence
Score (TCS) between 0-100:

Signal Category Key Indicators Weight in TCS

Age vs. follower ratio; posting cadence regularity; linguistic

Account Authenticity . ) .
consistency; profile metadata anomalies

High (25%)

Cross-account posting timing correlation; shared linguistic

Network Coordination ) . .
fingerprints; coordinated follow/unfollow events

Critical (30%)

Copy-paste ratios; Al-generated text probability; sentiment

Content Manipulation . . . .
engineering patterns; fake testimonial structures

High (20%)

Like/view/comment ratios; bot comment fingerprints;

Engagement Fraud .
engagement velocity vs. account age

Medium (15%)

Cross-Platform Same campaign signatures across 3+ platforms within Critical (10% bonus
Correlation <6hrs; operator reuse patterns; infrastructure fingerprints multiplier)

4.6 The Jeeevs Inference Pipeline (6 Steps)
Step 1: Signal Aggregation

CDP observation threads surface candidate signals — a hew account posting unusually high-engagement
content about a new token, or a Telegram channel growing 10,000 members in 4 hours.

Step 2: Individual Entity Analysis

The fast triage model (8B parameters) scores each entity quickly. Entities exceeding a pre-threshold TCS score
are escalated to the deep analysis model (14B—70B depending on VRAM), or cloud-routed if VRAM is
insufficient.

Step 3: Network Graph Analysis

Jeeevs maps relationships between entities. Are these accounts engaging with each other in coordinated
patterns? Do they share infrastructure? Were they created in the same time window?

Step 4: Cross-Platform Correlation

If the same campaign signatures appear across multiple platforms simultaneously, the TCS multiplier is applied
— the most reliable indicator of a professional scam operation.

Step 5: Threat Classification

Output is a structured threat report: campaign type, confidence score, affected platforms, estimated scale,
recommended user actions, and operator fingerprint for future tracking.

agenticbro.app | @AgenticBroll | t.me/Agenticbrol Page 11



Step 6: Alert Distribution

Confirmed threats (TCS > 75) are distributed through the AgenticBro alert network — subscriber
Telegram/Discord feeds, community channels, and the Supabase scammer database.
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5. API Architecture & Endpoints

The AgenticBro backend exposes a RESTful API on port 3002, with full authentication middleware, rate limiting,
and tiered access control. All endpoints accept JSON and return structured JSON responses with authenticity
scores, risk levels, and detailed findings.

5.1 Core API Endpoints

POST lapilv1/verify/profile Full profile verification with authenticity scoring
POST lapi/v1l/scan/profile Chrome CDP profile scan (Twitter primary)
POST /api/vl/scan/token Token impersonation scan by contract address
GET lapilvl/scammers/search Query the known scammer database

POST lapi/vl/scammers/report Submit a new scammer report

GET /api/vl/scans/:handle/latest Get latest scan result for a handle

5.2 Request / Response Schema
Profile Verification Request

POST /api/vl/verifylprofile

{

"platform': "twitter|tel egranfdiscord|instagranlinkedin|facebook",

"usernanme": "handl e",

"verificationContext": "crypto|ronmnance| enpl oynent | mar ket pl ace| fi nanci al | general ",
"options": { "deepScan": true, "includeMedia": true, "sanpleFollowers": false }

}

Profile Verification Response
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200 XK

{

"success": true,

"data": {

"profile": { "usernane": "...", "followers": 12400, "joinDate": "2019-03" },
"aut henticityScore": 72,

"riskLevel": "VERIFIED | UNVERI FI ED | PARTIALLY_VERI FIED | H GH_RI SK",
"redFlags": [ { "flag": "Guaranteed Returns", "weight": 15} ],
"recomrendation": "H gh-risk account. Do not engage financially."

}

}

5.3 Authentication & Rate Limiting

Tier Monthly Cost Scans / Day Verifications / Day
Free $0 5 3
Basic $29 50 25
Pro $99 200 100
Team $299 1,000 500
Enterprise $999 Unlimited Unlimited

Authentication accepts APl keys via Aut horization: Bearer ab *

Features
Basic scan, public DB query
Full report, email alerts
Webhook alerts, batch scan
Multi-seat, APl key mgmt

SLA, dedicated support, custom
integrations

header or X- APl - Key header.

Development mode bypasses authentication to enable local testing without a database connection.
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6. Scammer Database

The master scammer database (/ wor kspace/ scammer - dat abase. csv) contains 175+ confirmed entries
maintained through a combination of automated CDP scanning, community reports, and manual verification. All
entries are synchronized to Supabase for real-time API access and to the frontend website.

6.1 Database Schema (15 Fields)

Field Type Description
Scammer Name String Display name or alias used by the scammer
Platform Enum X, Telegram, Facebook, Instagram, LinkedIn, Discord
X Handle String Twitter/X username (@handle)
Telegram Channel String Telegram channel or bot username
Victims Count Integer Number of confirmed victims
Total Lost USD Float Estimated total victim losses in USD

. VERIFIED / UNVERIFIED / PARTIALLY VERIFIED / HIGH RISK / PAID
Verification Level Enum

PROMOTER
Scam Type Enum Pump & Dump, Token Confusion, Wallet Drainer, Giveaway, etc.
Last Updated Date Most recent data update timestamp
Notes Text Human-readable scam description and evidence summary
Wallet Address String Known wallet(s) used to receive funds
Evidence Links URL]] Screenshots, transaction hashes, social media archives
Scan Date Date Date of most recent automated scan
Scanner String Agent name (Jarvis / Jeeevs) that performed the scan
Additional Notes Text Secondary notes, updates, community reports
6.2 Verification Levels Defined

Level Criteria Action
VERIFIED 5+ confirmed victims with evidence ;J:LIC warning issued; AP returns HIGH
HIGH RISK Strong pattern match, <5 confirmed victims Alert issued; caution flag on API
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Level

PARTIALLY VERIFIED

PAID PROMOTER

UNVERIFIED

LEGITIMATE

Criteria

Pattern matches detected, insufficient

evidence

Action

Monitoring escalated

Legitimate account doing undisclosed paid

promotions

Insufficient data for classification

Confirmed safe account with verified identity

6.3 Sample Database Entries

Name / Handle

LUNA GREY (@22J27)

AGNT Markets (Pump.fun)

AGNTC (BSC)

Diana Sanchez
(@DianaSanchez_04)

Platform

X/Twitter

Solana

BSC

X/Twitter

agenticbro.app | @AgenticBroll | t.me/Agenticbrol

Flagged, not blocked

Scam Type

Pump & Dump Promoter

Token Confusion — $0 liquidity

Token Confusion — "Agentic"
clone

Paid Promoter (717K followers,
14yr acct)

Watch list, re-scan scheduled

Whitelisted; potential partnership

Risk Score

10.0/10

7/10

6/10

2.8/10

Status

VERIFIED

HIGH
RISK

HIGH
RISK

PAID PR
OMOTER
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7. Detection Performance (Current State)

The following metrics are based on closed beta monitoring data (Q1 2026) from the single-node deployment:

Average detection lead time before funds lost
Rug pull pre-detection rate (TCS > 75)

False positive rate (TCS > 75 public alerts)
Cross-platform campaigns identified

Average campaigns tracked simultaneously
Median time from first signal to alert

Chrome CDP profile scan duration

Token scan duration

API response time

Chrome CDP data extraction reliability

Red flag detection rate

7.1 Test Suite Coverage

4.2 hours (median)

71% of confirmed cases

~8%

94% when active on 3+ platforms
340+ (per Standard Node)

< 22 minutes

~15 seconds per profile

~8-10 seconds per contract

< 200ms (measured)

95%-+

92-95%

The profile verifier service is the most test-hardened component in the system, with a dedicated Jest test suite

using ts-jest for TypeScript compilation:

scoring.test.ts Authenticity score calculation across all signal combinations PASSING

scam-detection.test.ts

Scam pattern detection — keyword matching, ratio analysis,

PASSING

fixtures/profiles.ts

85

red flag triggering

Test data fixtures covering 12+ scammer archetypes

100% 10s

Tests Passing Profile Verifier Coverage Test Timeout
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Coverage Format
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7.2 Framework Documentation Corpus

Document Lines Topic
CHROME_CDP_PROFILE_SCANNER.md 315 Browser automation scanning methodology
TELEGRAM_BOT_SCAM_DETECTION.md 828 Complete Telegram bot scam playbook
EMAIL_LOGIN_WALLET_CREATION_RESEARCH.m . .

d - - - - 653 Wallet creation and login research
FACEBOOK_PAGE_SCANNING.md 584 Facebook-specific scanning techniques
RESEARCH_BASED_ENHANCEMENTS.md 595 Research-driven feature improvements
PROFILE_SCAN_METHOD.md 233 Core profile scan methodology
TOKEN_IMPERSONATION_SCANNER.md 208 Token impersonation detection guide
SCAN_DATABASE_DISPLAY.md 241 Database display and website integration
SCANNER_IMPLEMENTATION_COMPLETE.md 244 Implementation completion notes
SCANNER_QUICK_REF.md 92 Quick reference for field operators

Total framework documentation: 3,993 lines across 10 specialized documents.
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8. Output Formats & Alert System

8.1 Scan Report (JSON)

Every scan produces a structured JSON report stored in the database and returned via the API:

scan_i d: "SCAN-2026-04-11-001"

scan_type: "X Profile ldentifier"

scan_net hod: " Chrome CDP Browser Autonation"”

timestanp: "2026-04-11T14:23: 012"

target: { "platform': "twitter", "usernane": "handle" }

profile_data: { "verified": false, "followers": 1240, "joinDate": "2024-11" }
risk score: { "raw': 65, "nornalized": 7.2, "level": "CRITICAL" }

red flags: [ { "flag": "Guaranteed Returns", "weight": 15}, ... ]

conclusion: { "verdict": "H G4 R SK', "action": "Do not engage" }

8.2 Social Media Alert Format

For confirmed high-risk threats (TCS > 75), AgenticBro distributes formatted alerts to subscriber channels in a
social-media-ready format:

SCAM ALERT | AGNT Token Impersonation Scan LEGITIMATE $AGNTCBRO: Verified Safe |
Contract: 52bJEa5N... 34 SUSPICIOUS TOKENS IDENTIFIED: HIGH RISK - AVOID: (0 tokens — no
direct copies) MEDIUM RISK (19): AGNT Markets [Pump.fun, $0 liquidity] | AGNTC [BSC clone]
LOW RISK (15): Various low-volume imitators PROTECT YOURSELF: Always verify contract
address before purchasing Only trust official project links Never buy tokens with $0 liquidity Scan
first, Trust later! #ScamDetection #CryptoSafety $AGNTCBRO
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9. Roadmap: Single Node to DePIN Network

The current single-node deployment is not a limitation — it is the proof of concept. Every core detection capability

described in this document is running today. The path to the decentralized AgenticBro Protocol (detailed in v3 of

this white paper) is an engineering scaling problem, not a research problem.

Phase Timeline
Phase 1 —
1-Q2 2026
Foundation Q-

Phase 2 — Network Q3 2026

Phase 3 —

4 2026
Intelligence Q

Phase 4 — Protocol 2027

Milestone

Single-node deployment with Chrome CDP scanning,
profile verifier (85 tests), token scanner, 175+
scammer DB, REST API on port 3002

AgenticBro Node Software v1: cross-platform installer
(Mac/Windows/Linux), automatic hardware detection,
Ollama tier assignment, protocol token launch,
Validator network activation

ABIG v2: cross-chain entity correlation, deepfake
audio/video detection (Jeeevs v2), predictive
campaign modeling using Graph Neural Networks,
mobile alert app

DAO governance, cross-protocol intelligence sharing
API standard, Jeeevs-as-a-Service enterprise API,
regulatory intelligence layer

Status

COMPLETE

PLANNED

PLANNED

VISION

thousand is an engineering problem, not a hardware problem.

The single-node architecture proves the detection methodology. A Mac Studio M4 and a Windows
gaming rig with an RTX 3080 — two completely different hardware stacks — already operate as a
coordinated two-node detection network with shared intelligence. Scaling from two to two

agenticbro.app | @AgenticBroll | t.me/Agenticbrol
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10. Competitive Differentiation

to replicate.

Why AgenticBro Wins: The security landscape has two gaps — on-chain analytics firms that
cannot see the social layer, and centralized Al tools that cannot be trusted with sensitive
behavioral intelligence. AgenticBro occupies the space between them: local inference, open
architecture, and a behavioral focus that is architecturally impossible for blockchain-native tools

Real-Time Social Monitoring
Behavioral Al Analysis
Cross-Platform Correlation
Pre-Launch Detection

Local / Privacy-Preserving
Chrome CDP (No API limits)

Token Impersonation Scanner

175+ Scammer Database

On-Chain Integration

YES NO NO

YES
YES
YES
YES
YES

YES

YES

=S
(roadmap)
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NO
NO
NO
NO
NO
NO

Separate paid
product

YES

NO

NO

NO

NO

NO

Partial

NO

YES

Partial

NO

NO

NO

NO

NO

NO

NO

Partial

NO

NO

NO

Rare

N/A

NO

NO

NO

NO
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11. Risks and Mitigations

Twitter/X or Discord restrict
CDP/automation access, reducing signal

Risk Description
Platform API
Restrictions
coverage
False Positive High-profile incorrect scam flag damages
Reputation Risk credibility or targets legitimate projects

Adversarial Adaptation

Single Node Single point of failure if the operating
Dependency machine goes offline

OpenClaw Security WebSocket exploits targeting local node
Vulnerabilities infrastructure

agenticbro.app | @AgenticBroll | t.me/Agenticbrol

Sophisticated operators adapt behavior to
evade Jeeevs detection signatures

Mitigation

Multi-method ingestion (RSS, community
submissions, partner feeds); legal API
partnerships; diversified platform coverage

Conservative public alert threshold (TCS > 75);
24-hr dispute window; DAO-governed challenge
mechanism (Phase 4)

Continuous model retraining on new campaign
data; ensemble model diversity; cross-node
signal consensus requiring coordinated evasion

Docker container restart policies; Supabase cloud
sync ensures data persists; Phase 2 multi-node
architecture resolves this

Network isolation for node software; sandboxed
Chrome CDP contexts; regular security audits of
the integration layer
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12. Conclusion

The $1 billion social engineering crisis in Web3 is not a technical failure. It is a failure of visibility. The attack
surface is human — played out across Discord channels, Twitter threads, Telegram groups, and YouTube Shorts.
No amount of smart contract auditing or blockchain analytics will solve a problem that happens entirely before a
single on-chain transaction occurs.

AgenticBro v2 is the working answer to this problem, deployed today on a single node. The Chrome CDP scanner
extracts real profile data at 95%+ accuracy. The profile verifier engine has 85 passing tests. The token
impersonation scanner identified 34 suspicious tokens in a live scan. The scammer database holds 175+
confirmed entries. The REST API is live on port 3002. This is not a whitepaper for a concept — it is documentation
for a running system.

The next step is network expansion: the AgenticBro Protocol detailed in v3 takes this proven single-node capability
and distributes it across hundreds of heterogeneous compute nodes — Mac Studios, Windows gaming machines,
Linux servers — coordinated by a protocol token and sharing intelligence through the AgenticBro Behavioral
Intelligence Graph. The detection methodology is proven. The data structure is built. The path is clear.

AgenticBro is the decentralized answer. V2 proves it works. V3 scales it to the world.

Community & Contact
Website X (Twitter) Telegram Token

agenticbro.app @AgenticBroll t.me/Agenticbrol AGNTCBRO on Solana

Contract: 52bJEa5NDpJyDbzKFaRDLgRCXALGb15W86x4Hbzopump

DISCLAIMER: This whitepaper is for informational purposes only and does not constitute financial, legal, or investment advice. The
AgenticBro Protocol token is a utility token intended for use within the protocol ecosystem. Nothing in this document should be
construed as a solicitation or offer to buy or sell any security. Participation in node operation or token acquisition involves significant
risk. Prospective participants should conduct their own due diligence and consult qualified advisors. Confidential — Not for
redistribution.
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